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ANNUAL CYBERSECURITY QUESTIONS
PSC Docket No. 16-0659

Planning/Risk Management

Is your cybersecurity plan regularly reviewed and audited?............cccoovvieiiiiiiiiiiiin e, Yes
INternally Or @XIEIMAIIY? ........coo i e e e e et s e e e e e e e e aett s e e eaeeaannnes Both
Has your plan been reviewed reCeNtIY? ..........iiii oo e e Yes
If NOt hOW OftEN IS IE FEVIEWEA? ... Annually
Do you assess vulnerabilities to your system and asSetS? .........ccuvveiiiiieeeiieeiiiiinin e Yes

e SUEZ deployed a new vulnerability management system in 2020.

Do you assess threats to your system and @SSELS?......uuuuiiiiieeriiiiiiiiiee e e e e e e e e Yes

D To R 01U o] 1] g1 (7A=Y 411 S PSP Yes
AN What PrOCESSES U0 YOU USE?.....ceiiiiiiiiiiiiiiiieeee ettt ettt ettt e e e e e e e e eeeeees

The following process are implemented in our IT Risk & Security Program:
e Quarterly External Vulnerability Scans are performed.
e On demand Internal Vulnerability Scans are performed.
e Pre-implementation Security/Risk Assessments for approved Projects.
e Quarterly PCI Security Scans for any websites which process credit card data.
e Documenting process outcomes in the IT Risk and Security Register.
e Monthly security metrics are provided in a report to management.
e An IT-GRC (governance risk & compliance) tool is used to map all NIST controls to
our policy framework.
e Arrisk register is maintained to capture and track significant risks.

Personnel and Policies

Are background checks being conducted UPON Nir€? .......ceiiieiiiiiiiiiiee e Yes
Do you provide internal cyber security training for all employees? ...........ccccvvvvviiiiiiiiiiiinnnnnnnn. Yes

e SUEZ regularly trains employees with a variety of “Security Awareness” training
including phishing campaigns and online CBT courses.

Do you provide enhanced internal cyber security training for those that are actually in the utilities
(o]0 =T = 1] o 1= 1LY 0] P Yes

Are there structural and/or organizational policies and procedures in place that allows the utility
to able to address or think through these things (cybersecurity iSSUES)?..........ccvviiiiiiieriiiennns Yes

e SUEZ has an information security policy framework based on NIST 800-53.
Are there managerial and operational controls in PIACE?..........ovvvviiiiiiiiiiiiiiiiieeeee Yes
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How quickly is access to those personnel who quit/fired eliminated? .......... At time of termination
Do you have certain employees that are assigned as cybersecurity personnel? ..................... Yes
(O 1001 (Y0 U] (o7 <o 1P Yes

e SUEZ has a dedicated IT Risk & Security team in place.
e SUEZ uses external MSSP to provide 24/7 Security Monitoring via SIEM.

Do you have specific practices and policies in place about how your private customer data
5] a0 (o N o 7= o =g o | 1= P Yes

e SUEZ engages an independent auditor to produce a SOC2 Type | report on the
customer care and billing system on an annual basis.

Contingency plans for breach of data?..........cccooiiioiiiiiie Yes
Are recovery activities communicated to internal stakeholders and executive and management

LEST= 1 R3S UPPPRPS Yes
Do you screen vendors and third parties that have access to cyber control systems?............. Yes

e SUEZ has a vendor risk management (VRM) program in place.

Standards and Guidelines for Reporting

Do you have a disaster recovery plan? (The plan itself should not be made public.).............. Yes
Do you have separate plans for separate business units in the company?.............cccccevvvvvnnnnn. Yes
Are you reporting to the necessary agencies in regards to your plan? ..........cccceeevieevviiiiinnnnnnn. Yes
Are response and recovery plans regularly tested?...........ccccccvviviiiiiiiiiiiiiiiiiiiii As required

Are legal and regulatory requirements regarding cybersecurity, including privacy and civil
liberties obligations, understood and ManNaged? ..........ceeiiiiiiiiiiiiiiice e Yes

e Membership to Water ISAC Security & Resilience Updates.

Do you have a list of contacts for cybersecurity information sharing? (i.e., Federal and state
emergency management, law enforcement, National Security, and Any others?) .................. Yes

Should the Commission create guidelines or regulations to ensure utilities are properly
MAaNAaging CYDEI SECUINLY ISSUBS? ...ttt e ettt e et a e e e e e e e e e aaat e e e e e eaeeeenennn e e eeaeeas

e SUEZ provides a high level of cyber security

coverage, both for systems and customer Prepared by :

data, and will strive to comply with any Andrew H. Stravitz, CISSP, CISM
guidelines or regulations set fourth by the SUEZ North America Regional CISO
regulators for the locations in which we

operate.
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